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Decision/action requested

This paper proposes text modification for gNB requirement.
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******************* START OF PCR *******************************************
5.2.2.1
Requirements on support and usage of ciphering

The gNB shall support ciphering of user data between the UE and the gNB.

The gNB shall support activate and deactivate ciphering of user data between UE and the gNB.

The gNB shall support ciphering of RRC-signalling.

The gNB shall implement the following ciphering algorithms:

-
NEA0, 128-NEA1, 128-NEA2 as defined in subclause 5.6.1 of the present document.

The gNB may implement the following ciphering algorithm:

-
128-NEA3 as defined in subclause 5.6.1 of the present document.

Confidentiality protection of user data between the UE and the gNB is optional to use. 

Confidentiality protection of the RRC-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

******************* SECOND OF PCR *******************************************
5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection and replay protection of user data between the UE and the gNB.

The gNB shall support activate and deactivate integrity protection of user data between UE and the gNB.

The gNB shall support integrity protection and replay protection of RRC-signalling.

The gNB shall support the following integrity protection algorithms:

-
NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.

The gNB may support the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.

Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.

NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
Integrity protection of the RRC-signalling is mandatory to use, except in the following cases:

-
Unauthenticated emergency call.


NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.

******************* END OF PCR *******************************************
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